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Abstract: The main objective of this paper is to improve the network security in hostile environment by
detecting the clone nodes.Hence malicious nodes accessing the secret information isavoided. In this paper,
duplicate node detection approach followed by clone nodes deduction was proposed for wireless sensor
network(WSNs) and it is found to be working efficiently. Static sensor network based implementation calledTime
Deployment Approach (TDA) is designed and compared with the former approaches. The work also focused on
energy savings of both static sensor network as well as mobile sensor network.

Index Terms: Wireless Sensor Network(WSNs) Digital Signature Algorithm(DSA), network security, duplicate
node detection.

. Introduction

Wireless Sensor Networks(WSNSs) are a pervasive technology that targets the connectivity between
sensor nodes in multiple environments. Its infrastructure is usually composed of a large number of small
autonomous devices called sensor nodes, which runs upon relatively inexpensive computational processes.
Sensor nodes harvest information such as temperature, pressure or vibrations etc., from their physical
environment and forward sensed values to a set of central points, referred as sink nodes, for appropriate
processing. Sensor nodes can sense the environment, communicate with neighbour nodes, and perform basic
computations on collected data at the base station. Installation flexibility and easy configuration enable better
usability and maintenance than traditional communication technologies.

There are many existing protocols, techniques and concepts from traditional wireless network, such as
mobile ad-hoc network, cellular network, wireless local area network and Bluetooth, that are applicable and still
used in WSN, but there are lot of fundamental differences which initiate the need of new techniques and
protocols. Some of the most important characteristic differences are, in WSNs, number of nodes is much higher
than any traditional wireless network. Depending on the application, nodes may be in order of even millions.
Thus, it requires an extremely scalable solution to make sure sensor network operations without any
interruption. WSNs have large number of sensor nodes due to this addresses are not assigned to them. Instead of
address centric, sensor networks are data-centric. Operations of sensor networks are concentrated on data
instead of individual sensor node. Thus, sensor nodes need collaborative efforts. Most of traditional wireless
networks use point-to-point communications, whereas sensor networks use broadcast communications.

In static wireless sensor network (SWSNs) have gained a great deal of attention in the past decade due
to their wide range of application areas and formidable design challenges. In general, wireless sensor networks
consist of hundreds and thousands of low-cost, resource-constrained, distributed sensor nodes, which usually
scatter in the surveillance area randomly, working without attendance. If the operation environment is hostile,
security mechanisms against adversaries should be taken into consideration. Among many physical attacks to
sensor networks, the node clone is a serious and dangerous one. Because of production expense limitation,
sensor nodes are generally short of tamper-resistance hardware components; thus, an adversary can capture a
few nodes, extract code and all secret credentials, and use those materials to clone many nodes out of off-the-
shelf sensor hardware. Those cloned nodes that seem legitimate can freely join the sensor network and then
significantly enlarge the adversary’s capacities to manipulate the network maliciously.Clones would be
authenticated as original nodes in a key establishment scheme of WSNs in different locations, eventually taking
over a local segment or an entire network to launch a different types of attacks, such as corrupting data
aggregation, injecting false data, and dropping packets selectively. Thus, it is essential to detect clone nodes
without delay for minimizing their damages to WSNS.

In this paper to select efficient clone detection schemes such as static versus mobile, centralized versus
distributed, random uniform versus grid, whole area versus local area detection.we divide static and mobile
sensorsaccording to their mobility. A static sensor node cannot move,while the location of a mobile sensor
changes depending onoperational scenarios, all nodes are free to move randomly[6], [10]. The network
performance and usefulnessmay depend upon their pre-assembled network settings.schemes to centralized and
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distributed schemes, i.e., in terms of the ways to collect and verify evidence of clones with help of digital
signature. One is that a central node, such as a base station (BS)[4], acts solely on detecting clones, and the other
is that a group of sensor nodes conduct the clone detection cooperatively. Furthermore presentaccompanying a
new methods of clone detection schemes in wireless sensor network and simulation experiments to compare
former clone detection schemes were discussed.

Il.  Related Work
A. Base station approach
A centralized base station scheme is as a basic clone detection scheme. most probably, each node sends
IDs and estimates the locations of its neighbors to a base station(BS). If there is a collision of IDs in far different
locations, then the BS revokes the matching sensor nodes by broadcasting an authentic command [4].Also
proposedCentral clone detection approaches the key are randomly pre-distributed.If a key is used for several
times over a predefined threshold, than the base station revokes the corresponding key as a clone key [5].

B. Randomized multicast approach

The distributed replica detection approach, in which node-to-network broadcast was used. Every node
collects the IDs and locations of its neighbors, and it broadcasts them to a network. When a node receives a
broadcast message from others, it should be compares the neighbors with its own. If there is a collision of IDs in
far different locations, then the BS revokes the matching sensor nodes.

SCR SDR SDG sSDG
w W w L
BS based RM sDC LCA
SET LSM P-MPC MGA
RED

Fig.1.Static sensor node in WSNs

C. Randomized efficient and distributed approach

The randomized, efficient anddistributed (RED) scheme to improve the detection ratio ofRM by
increasing the collision probability using a specificpseudo random function. There are several other derivatives
or improved version of the line selected multicast (LSM) scheme, such as a distributed hash table based scheme
[11], an active detection scheme that works by receiving its neighbors IDs and location from a randomly chosen
witness node, a clone detection scheme collecting neighbor instead of locations and finding the duplicate node
with in fraction of the seconds.

D. Single deterministic cell approach

Single deterministic cell (SDC) and parallel multiple probabilistic cells (P-MPC), which improve the
collision probability of RM by using grid information given to each node. In SDC, the IDs and locations of the
neighbors are forwarded to a single zone that is determined from one-wayhash function with a node ID as input.
However in P-MPC, the pair information is forwarded to multiple zones that are determined in the same way.
Then, every node checks whether or not the 1Ds received from the other nodes are in contact. Although P-MPC
requires a higher communication cost than SDC, it can detect clones by virtue of nodes in the otherzones, even
in the case where all nodes in a given zone arecompromised by an opponent.

E. Location claim approach

Location claim approach (LCA) and multi group approach (MGA), to reduce the detection error of the
basic approachvia letting the neighbours of an erroneously deployed nodesend out its location to the nodes in
the predetermined zonein an authenticated manner. The schemes reduce detectionerrors significantly by
checking a collision of ID in two zones.

D. Time Deployment approach

In this new approach all nodes are stored their deployment time. If the packets sent one node to another
node the receiver can receive the packet and it should be sent the acknowledgement. If could not receive the
acknowledgement can check all nodes deployment times and finding the clone nodes. Which node varying over
the threshold time that node must determine the clone nodes.
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1. Duplicate Node Detection Schemes

A carbon copy attack means that an opponent injects one or more replicated nodes into a network by
using the same ID as another node, i.e., a captured node [3], to negotiation a large portion of a network
successfully. With regard to this attack, it is assumed that an opponent captures only a very small portion of
nodes in the network because capturing a large portion may not even require clones at all and must be much
more costly and easier to detect. It is reasonable to assume that an opponent captures only a small number of
nodes and makes clones by replicating the captured nodes to inject them back into the network for achieving
adversarial objectives, such as controlling the target area and so forth. Since the opponent already knows the
secret of the captured node, it is useless to employ the existing security systems,such as the ones given. Thus,
the replica detection is necessarily required and it is compulsory on the following replica detection
circumstances. The compromised nodes or the nodes having malicious activity by attacker may not forward or
drops the packets.The scheme should also revoke the replicated nodes, so that non faulty nodes in the network
cease to communicate with any nodes injected in this fashion.

IV.  Mobile Wireless Sensor Newark

In mobile WSNs is the node moving while the location of a mobile sensor changes depending on
operational scenarios. A clone attack means that an adversary injects one or more replicated nodes into a
network by using the same ID as another node, i.e., a captured node, to compromise a large fraction of a
network successfully. With regard to this attack, it is assumed that an adversary captures only a tiny fraction of
nodes in the network because capturing a large fraction may not even require clones at all and must be much
more costly and easier to detect. It is reasonable to assume that an adversary captures only a small number of
nodes and makes clones by replicating the captured nodes to inject them back into the network for achieving
adversarial objectives, such as controlling the target area and so forth. Since the adversary already knows the
secret of the captured node, it is useless to employ the existing security systems.

A. Extremely efficient approach

A centralized detection scheme for mobile WSNs by exploiting the fact that a genuine node never
moves beyond the maximum speed. Every node in WSNs collects the IDs and locations of its neighbours along
with their communication times,3 and every node then transmits the collected data to the BS in an authentic
way. If a node moving over the maximum speed is found, then the BS determines that the node is replicated.
In distributed detection scheme, called extremely efficient detection (XED), for mobile WSNs. In XED, mobile
nodes exchange their IDs and random numbers when they meet each other, and they record them for further
verification. If the previously exchanged random numbers match when the meet again, then they update random
numbers
Whole area detection

Local area detection
Fig.2. Mobile sensor node in WSNs

V.  Digital Signature
Digital signaturehave always been an internal part of cryptography in history. Digital signature is a
widely adopted approach to ensure the authentication, integrity, and nonrepudiation of WSNs.Due to the limited
battery power, redundant ACK process can degrade the life span of the entire network.
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Fig.3. ACK scheme: The destination node is required to sent acknowledgement packets to the source node.

Digital signature schemes can be mainly divided into following two categories.

1) Digital signature with appendix:

The original message is required in the signature verification algorithm. For example include a digital signature
algorithm(DSA)

2) Digital Signature with message recovery:

This type of scheme does not require any other information besides the signature itself in the verification
process. For examples implement both DSA and RSA.

A fixed-length message digest is computed through a preagreed hash function H for every message m.

H(m)=d

The sender Alice needs to apply its own private key Pr-Alice on the computed message digest. The result is
a signature Sig-Alice.Which is attached to message m and Alice’s secret private key.

Spr-Alice(d)=SigAlice

Alice can send a message m along with the signature SigAlice to Bob via an unsecured channel.

Bob then computes the received message m™ against the preagreed hash function H to get the message digest d".
This process can be generalized as

H(m")=d"

Bob can verify the signature by applying Alice’s public key Pk-Alice on SigAlice ,by using SPk-
Alice(SigAlice)=d.

If d=d",then it is safe to claim that the message m" transmitted through an unsecured channel is indeed sent from
Alice and the message itself is intact.

Messagem lMessagem

Hash function H

Hashfunction H

Message digestd Message digestd

Unsecure channel

Signmessage Sign message
Spr-Aliceid)=5Igalice Spr-Alice[Sigalice)=d
Alice Bob

Fig.4. communication with digital signature

VI.  Simulation of Duplicate Detection Schemes

Based on the aforementioned selection criteria, we con-ducted the simulation experiments on the
representative clone detection schemes with regard to detection performance. For this purpose, we run the
simulations in each scenario for a duration of 1000 s using a ns-2 network simulator [22].Each node uses IEEE
802.11 as a media access control protocol,6 in which the transmission range is 100 m, and the sizes of the areas
covered by static WSNs and mobile WSNs are 1000 m x 1000 m and 500 m x 500 m, respectively.To test the
detection schemes under the same simulation environments as used, focused on detecting single node
replications (two clones reproduced from a single genuine node) and then calculated the average of simulation
results through more than 150 simulation experiments, which were collected and analysed based on our
performance metrics.
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Table I:Simulation Parameters

Simulation parameters Values

Simulation time 1000 s

Field size for static and mobile WSNs 1000mx1000m and 500mx500m, respectively
Velocity of mobile node 1-20 m/s

Radio range 100 m

Initial energy for static and mobile node 1073 and 10”5 mj, respectively

A given speed between a minimum speed (1 m/s) and a maximum speed (20 m/s), and each mobile
node then moves to another randomly chosen location. This random movement process isrepeated throughout
the entire simulation period.

A. Static node
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Fig.5. Comparison of energygdyﬁglfmption in static sensor node in WSNs
To compare the clone detection schemes classified by the selection criteria, measure their Ed ,Pd, and
Td, and in which the x-axes describe the number of nodes in the network and the y-axes give Ed . Moreover,
both values in parentheses give Pdand Td , respective.

B. Mobile node
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Fig.6. Comparison of energy consumption in mobile node in WSNs

To design a local network detection scheme, however, thereare two essential requirements. The first
requirement is the grid deployment. When numerous sensors are deployed, the grid deployment may be more
reasonable than the random uniform deployment. As it is difficult to deploy numerous sensors at one time, it is
more practical to deploy sensors at several distinct times. A simple way to deploy a series of sensors would be to
keep the groups of nodes marked with the group IDs and to use a marked map with the group IDs on it. The
group ID can be a zone ID. All it needs is a map of the given field and a way to predetermine the deployment
points, such as assigning a point on a grid to each group. This assertion is considerably supported by the fact
that the grid deployment strategy has been used for various applications in WSNs, such as key distribution [27],
anomaly detection in localization [28], and public key authentication [29]. Moreover, some researchers showed
that the grid deployment requires less density of nodes than the random deployment does, for achieving the
same level of coverage. The second requirement is to verify the zone IDs received from its neighbors. If the
zone IDs are fabricated, then the local detection schemes will be useless.
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Table.2.Energy comparison

SI.No | Replica detection schemes Energy savings

1 BS (Base station) 50.3%

2 RM (Randomized Multicast) 75.55%
3 LSM (Line Selected Multicast) 75.55%
4 SDC(Single Deterministic Cell) 84.37%
5 P-MPC(Parallel Multiple Probabilistic Cell 84.37%
6 LCA (Location claim Approach) 94.44%
7 TDA(Time Deployment Approach) 98.21%

VII.  Conclusion
The simulation results for the clone detection schemes representing different classification criteria are

analysed.It is found that the clone deduction along with security based digital signature scheme is efficient in
compared with the existing schemes. From the simulation results, it is noted that TDA can save energy by up to
98.21% and 94.4% as compared to LCA and LSM. Such energy savings are highly desirable and often required
in many ad hoc sensor network applications, such as monitoring emergency disaster notification data.
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